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Abstract—Efforts in this paper seek to develop a new method
to monitor for undesirable performance in the general leader-
follower network structure of autonomous agents. Concepts
from optimal control and adaptive dynamic programming
(ADP) are used to develop a novel metric which networked
agents with uncertain nonlinear dynamics use to monitor
each other with decentralized communication. The developed
approach uses a data-driven concurrent learning-based policy
to identify agent dynamics and functions used to characterize
optimality conditions, which are then used to check for com-
pliance with specified performance criteria.

I. INTRODUCTION

Implementing a network of cooperating agents (e.g., flocks
of UAVs, teams of ground vehicles) helps to ensure mission
completion and provides more advanced tactical capabilities.
Networks containing agents enacting decentralized control
policies, wherein only information from neighboring agents
is used to internally make decisions, benefit from autonomy:
each agent is encoded with a (possibly disaggregated) tactical
mission objective and has no need to maintain contact with
a mission coordinator.

However, networked systems must be cognizant of the
reliability of neighbors’ influence, especially if the systems
are autonomous; the shift of behavioral responsibility to
a stand-alone computer requires precautions. For example,
network neighbors may be unreliable due to input distur-
bances, faulty dynamics, or network subterfuge, such as
cyber-attacks. Cyber-attacks are genuine threats to networked
systems and require strong preventative measures, evidenced
by the Pentagon’s plan of an expansion of its cybersecurity
force to reduce the nation’s vulnerability to hackers who
could “dismantle the nation’s power grid” and interfere
with other critical infrastructure systems [1]. In fact, cyber-
sabotage of networked systems has already taken place:
supervisory control and data acquisition (SCADA) systems,
used prevalently to monitor and control power networks,
water distribution systems, and oil and gas pipelines, have
been maliciously compromised, resulting in much damage to
large networks [2], [3].
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Efforts have been made to structure the layout of a network
such that the impact of network corruption can be abated [4],
[5]. Researchers have also investigated the ability to allay
types of network subterfuge by creating control algorithms
which are resilient to attacks on sensors and actuators [6].
Other efforts seek to have agents detect undesired perfor-
mance in their network neighbors. The results in [7] and [8]
provide methods to detect "sudden" faulty behavior which
is modeled as a step function multiplied by fault dynam-
ics. Other works develop procedures to detect generally
undesired behavior in networks of linear systems [9], [10]
and unpredicted state trajectories of nonlinear systems using
neural networks (NN) [11], [12]. Adaptive thresholds used
for determining if the state of a neighboring agent is within
an acceptable tolerance are developed in [13] and [14].

An issue with only using a neighbor’s state to judge
performance is that, depending on the dynamics, a small
deviation in the control may cause a large deviation away
from the expected state of the system at the following
time step; the converse may also occur. Thus, if judging
only by the trajectory of a dynamical system, minimally
deviant behavior may be exaggerated during monitoring or
significantly deviant behavior may not be noticed. Thus,
motivation exists to examine more information than just the
state when judging an agent’s behavior. The intuition behind
considering both state errors and control effort is clear upon
recalling that both state errors and control effort are used in
common cost functions, such as that in LQR control.

The contribution of this paper is the development of
a novel metric, based on the Bellman error (BE), which
provides a condition for determining if a network neighbor
with uncertain nonlinear dynamics is behaving near opti-
mally; furthermore, this monitoring procedure only requires
neighbor communication and may be implemented online.
The contribution is facilitated by the use of adaptive dynamic
programming (ADP) and concurrent learning to approxi-
mately determine how close optimality conditions are to
being satisfied.

II. PROBLEM DESCRIPTION

A. Graph theory preliminaries

Consider a network of N agents with a communication
topology described by the directed graph G = {V, E}, where
V = {1, 2, . . . , N} is the set of agents and E ⊆ V × V are
the corresponding communication links. The set E contains
an ordered pair (j, i) such that (j, i) ∈ E if agent j
communicates information to agent i. The neighborhood of



agent i is defined as N , {j ∈ V | (j, i) ∈ E}, the set of
all agents which communicate to i. It is assumed that the
graph is simple, i.e., there are no self loops: (i, i) /∈ E.
Each communication link is weighted by a constant aij ∈ R,
where aij > 0 if (j, i) ∈ E and aij = 0 otherwise. The
graph adjacency matrix A ∈ RN×N is constructed from these
weights as A , [aij | i, j ∈ V].

The interaction of the network leader with the other agents
is described by the graph Ḡ =

{
V̄, Ē

}
, which is a supergraph

of G that includes the leader, denoted by 0, such that V̄ =
V ∪ {0}. The communication link set Ē is constructed such
that Ē ⊃ E and (0, i) ∈ Ē if the leader communicates to i.
The leader-included neighborhood is accordingly defined as
N̄i ,

{
j ∈ V̄ | (j, i) ∈ Ē

}
. Leader connections are weighted

by the pinning matrix A0 ∈ RN×N , where A0 , diag (ai0) |
i ∈ V and ai0 > 0 if (0, i) ∈ Ē and ai0 = 0 otherwise.

B. Problem definition

Consider a leader-follower network in which the follower
agents synchronize in state towards the leader’s (possibly
time-varying) state. Let the possibly heterogeneous dynamics
for agent i ∈ V be described in general first-order form as

ẋi = fi (xi) + giui, (1)

where xi ∈ S is the state, the set S ⊂ Rn is the space
in which the agents’ states lie, fi : S → Rn is a locally
Lipschitz function, gi ∈ Rn×m is a known constant matrix,
and ui ∈ Rm is a pre-established, stabilizing, synchronizing
control input.

The monitoring objective applied at each agent is to coop-
eratively monitor the network for satisfaction of its control
objective, wherein the network may be affected by input
disturbances that cause suboptimal performance. Moreover,
the monitoring protocol should be decentralized and passive,
i.e., only information from one-hop neighbors should be used
and the protocol should not interfere with the monitored
systems.

C. Approach

For typical synchronization techniques, such as model pre-
dictive control (MPC), inverse-optimal, or adaptive dynamic
programming (ADP), a control law is developed based on a
cost function of the form

Ji ,
ˆ tf

0

(
Qi (ei) + uTi Riui

)
dτ, (2)

where tf > 0 is the final time of the optimal control problem,
Qi : Rn → R is a tracking error weighting function, Ri is
a constant positive definite symmetric weighting matrix, and
ei is the neighborhood tracking error defined as

ei ,
∑
j∈Ni

aij (xi − xj) + ai0 (xi − x0) .

Even if a controller is not developed based on a cost function,
such as in robust and adaptive control, techniques exist which
can be used to develop an expression for a meaningful cost

function in the form of (2) for a given control policy (cf.
[15]–[17]). The following monitoring approach uses the cost
function in (2) to observe how well the networked dynamical
systems are satisfying optimality conditions; specifically,
satisfaction of the Hamilton-Jacobi-Bellman (HJB) equation
will be monitored to determine how “closely” to optimal
the networked systems are operating. Before the monitor-
ing protocol is given, some optimal control concepts are
introduced. Based on Bellman’s principle of optimality, an
equivalent representation of the optimal control problem in
(2) is given by the value function Vi : Rn × R → R,
defined as Vi (ei, t) ,

´ tf
t

(
Qi (ei) + uTi Riui

)
dτ, which is

minimized as

V ∗i = min
ui∈Ui

ˆ tf

t

(
Qi (ei) + uTi Riui

)
dτ,

where Ui is the set of admissible feedback control policies
for agent i [18] and the superscript (·)∗ denotes minimizing
(optimal) conditions. Because the minimization of the value
function Vi is inherently coupled with the minimization of
other value functions in the network, the value function Vi
can naturally be a function of the error signal ej , j ∈ V ,
if there exists a directed path from the leader to agent i
that includes agent j. The resulting coupled Hamiltonian for
agent i is defined by the function

Hi (E ,X ,U , Vi, t) , Qi (ei) + uTi Riui +
∑
j∈V

∂Vi (E)

∂ej

×
∑
k∈N̄j

ajk (fj (xj) + gjuj − fk (xk)− gkuk) , (3)

where the sets E , X and U are defined as E , {ei | i ∈ V},
X , {xi | i ∈ V}, and U , {ui | i ∈ V}. Assuming that
V ∗i ∈ C1, V ∗i and the Hamiltonian Hi are used to construct
the coupled HJB optimality constraint as [19]

∂V ∗i
∂t

+Hi (E ,X ,U∗, V ∗i , t) ≡ 0. (4)

Thus, one method for monitoring the network’s oper-
ating conditions is to monitor the expression ∂V ∗

i

∂t +
Hi (E ,X ,U , V ∗i , t), which equals zero for the implementa-
tion of optimal control efforts.

Because the optimal value function V ∗i is often infeasible
to solve analytically, an ADP-based approximation scheme
is subsequently developed so that the approximate value
of ∂V ∗

i

∂t + Hi (E ,X ,U , V ∗i , t) may be monitored. However,
as seen in (3), the HJB constraint for agent i in (4) is
inherently coupled with the state and control of every agent
j ∈ V such that there exists a directed path from the
leader to agent i. Consequently, checking for satisfaction
of the HJB is seemingly unavoidably centralized in infor-
mation communication. To overcome this restriction, the
developed ADP-based approximation scheme is constructed
such that only information concerning one-hop neighbors’
states, neighbors’ control policies and time is necessary for
value function approximation.



The use of ADP to monitor a dynamical system imposes a
serious challenge: persistence of excitation (PE) is typically
used to guarantee function approximation. This is typically
achieved by injecting a frequency-rich dither signal into the
control input of the dynamical system to provide enough
volatility, or data richness, in the regressor vector used by the
ADP protocol. However, doing so for this application would
interfere with the performance of the monitored systems.
To overcome this obstacle, a concurrent learning-based tech-
nique is used in the developed ADP based protocol, which
obtains data richness without PE, thus providing the ability
to create a “passive”, or non-interfering, monitoring scheme.

To make the current problem tenable, it is assumed that
authentic information is exchanged between the agents, i.e.,
communication is not maliciously compromised; rather, the
agents are cooperatively monitoring each other’s perfor-
mance. If necessary, communication authentication algo-
rithms such as in [9] or [20] can be used to verify digitally
communicated information.

To evaluate the expression in (3), knowledge of the drift
dynamics fi is required. The following section provides
a method to estimate the function fi using a data-based
approach. Some function arguments are omitted in the re-
mainder of the paper for the sake of brevity where the
meaning is clear.

III. SYSTEM IDENTIFICATION

Assumption 1. The uncertain, locally Lipschitz drift dynam-
ics, fi, are linear-in-the-parameters (LP), such that fi (xi) =
Yi (xi) θ

∗
i , where Yi : Rn → Rn×pi is a known regression

matrix, and θ∗i ∈ Rpi is a vector of constant unknown
parameters.

The function f̂i : Rn × Rpi → Rn is an estimate of the
uncertain drift dynamics fi and is defined as f̂i

(
xi, θ̂i

)
,

Yi (xi) θ̂i, where θ̂i ∈ Rpi is an estimate of the unknown vec-
tor θ∗i . The estimation of θ∗i is facilitated by the construction
of the identifier

˙̂xi = f̂i + giui + kxix̃i, (5)

where x̃i , xi − x̂i is the state estimation error, and kxi ∈
Rn×n is a constant positive definite diagonal gain matrix.
The state identification error dynamics are expressed using
(1) and (5) as

˙̃xi = Yiθ̃i − kxix̃i, (6)

where θ̃i , θ∗ − θ̂. The state estimator in (5) is used to
develop a data-driven concurrent learning-based update law
for θ̂i as

˙̂
θi=Γθi(Yi)

T
x̃i+Γθikθi

K∑
ξ=1

(
Y ξi

)T(
ẋξi − giu

ξ
i − Y

ξ
i θ̂i

)
,

(7)
where Γθi ∈ Rpi×pi is a constant positive definite sym-
metric gain matrix, kθi ∈ R>0 is a constant concurrent
learning gain, and the superscript (·)ξ denotes evaluation

at one of the unique recorded values in the state data
stack

{
xξi | ξ = 1, . . . ,K

}
or corresponding control value

data stack
{
uξi | ξ = 1, . . . ,K

}
. It is assumed that these

data stacks are recorded prior to use of the drift dynamics
estimator. The following assumption specifies the necessary
data richness of the recorded data.

Assumption 2. [21] There exists a finite set of collected data{
xξi | ξ = 1, . . . ,K

}
such that

rank

 K∑
ξ=1

(
Y ξi

)T
Y ξi

 = pi. (8)

Note that PE is not mentioned as a necessity for this
identification algorithm; instead of guaranteeing data richness
by assuming that the dynamics are persistently exciting for
all time, it is only assumed that there exists a finite set of
data points that provide the necessary data richness. This
also eliminates the common requirement for injection of
a persistent dither signal to attempt to ensure PE, which
would interfere with the monitored systems. Furthermore,
contrary to PE-based approaches, the condition in (8) can
be verified. Note that, because (7) depends on the state
derivative ẋξi at a past value, numerical techniques can be
used to approximate ẋξi using preceding and proceeding
recorded state information.

To facilitate an analysis of the performance of the identifier
in (7), the identifier dynamics are expressed in terms of
estimation errors as

˙̃
θi=−Γθi(Yi)

T
x̃i−Γθikθi

K∑
ξ=1

(
Y ξi

)T(
ẋξi − giu

ξ
i − Y

ξ
i θ̂i

)
.

(9)
To describe the performance of the identification of θ∗i ,
consider the positive definite continuously differentiable Lya-
punov function Vθi : Rn+pi → [0,∞) defined as

Vθi (zi) ,
1

2
x̃Ti x̃i +

1

2
θ̃Ti Γ−1

θi θ̃i, (10)

where zi ,
[
x̃Ti , θ̃Ti

]T
.The expression in (10) satisfies

the inequalities

V θi ‖zi‖
2 ≤ Vθi (zi) ≤ V̄θi ‖zi‖2 , (11)

where V θi , 1
2 min

(
1, λmin

(
Γ−1
θi

))
and V̄θi ,

1
2 max

(
1, λmax

(
Γ−1
θi

))
are positive known constants and the

operations λmin (·) and λmax (·) denote the minimum and
maximum eigenvalues, respectively. Using the dynamics in
(6) and (9), the time derivative of (10) is expressed as

V̇θi = −x̃Ti kxix̃i − θ̃Ti kθi

 K∑
ξ=1

(
Y ξi

)T
Y ξi

 θ̃i. (12)

Note that because the matrix
∑K
ξ=1

(
Y ξi

)T
Y ξi is symmet-

ric and positive semi-definite, its eigenvalues are real and



greater than or equal to zero. Furthermore, by Assump-

tion 2, none of the eigenvalues of
∑K
ξ=1

(
Y ξi

)T
Y ξi are

equal to zero. Thus, all of the eigenvalues of the sym-

metric matrix
∑K
ξ=1

(
Y ξi

)T
Y ξi are positive, and the matrix∑K

ξ=1

(
Y ξi

)T
Y ξi is positive definite. Using this property and

the inequalities in (11), (12) is upper bounded as

V̇θi ≤ −ci ‖zi‖2 ≤ −
ci
V̄θi

Vθi, (13)

where ci , min

(
λmin(kxi) , kθiλmin

(∑K
ξ=1

(
Y ξi

)T
Y ξi

))
.

The inequalities in (11) and (13) can then be used to conclude
that ‖x̃i (t)‖ ,

∥∥∥θ̃i (t)
∥∥∥→ 0 exponentially fast. Thus, the drift

dynamics fi = Yiθ
∗
i are identified exponentially fast.

Note that even with state derivative estimation errors, the
parameter estimation error θ̃i can be shown to be uniformly
ultimately bounded (UUB), where the magnitude of the
ultimate bound depends on the derivative estimation error
[21].

IV. VALUE FUNCTION APPROXIMATION

For the approximate value of ∂V ∗
i

∂t +Hi (E ,X ,U , V ∗i ) to
be evaluated for monitoring purposes, the unknown optimal
value function V ∗i needs to be approximated for each agent i.
Because the coupled HJB equations are typically infeasible
to solve analytically, this section provides an approach to
approximate V ∗i using neural networks (NN).

A. Neural network representation

Assuming the networked agents’ states remain bounded,
the universal function approximation property of NNs can be
used with wi neurons to equivalently represent V ∗i as

V ∗i (ei, t
′) = WT

i σi (ei, t
′) + εi (ei, t

′) , (14)

where t′ , t
tf

is the normalized time, Wi ∈ Rwi is an
unknown ideal NN weight vector bounded above by a known
constant W̄i ∈ R>0 as ‖Wi‖ ≤ W̄i, σi : S × [0, 1] → Rwi

is a selected nonlinear, bounded, continuously differentiable
activation function with the property σ (0, 0) = 0 , where
0 is the zero vector of appropriate dimension, and εi :
S× [0, 1]→ R is the unknown function reconstruction error.
In accordance with the universal function approximation
property, the reconstruction error εi satisfies the properties
sup%∈S,ϕ∈[0,1] |εi (%, ϕ)| ≤ ε̄i, sup%∈S,ϕ∈[0,1]

∂|εi(%,ϕ)|
∂% ≤ ε̄ei

and sup%∈S,ϕ∈[0,1]
∂|εi(%,ϕ)|

∂ϕ ≤ ε̄ti, where ε̄i, ε̄ei, ε̄ti ∈ R>0

are constant upper bounds.
Note that only the state of agent i, states of neighbors

of agent i (j ∈ N̄i), and time are used as arguments in
the NN representation of V ∗i in (14), instead of the states
of all agents in the network. This is justified by treating
the error states of other agents simply as functions of time,
the effect of which is accommodated by including time
in the basis function σi and function reconstruction error
εi. Inclusion of time in the basis function is feasible due

to the finite horizon of the optimization problem in (2).
Using state information from additional agents (e.g. two-hop
communication) in the network may increase the practical
fidelity of function reconstruction and may be done in an
approach similar to that developed in this paper.

Using this NN representation, V ∗i is approximated for use
in computing the Hamiltonian as

V̂i , ŴT
ciσi (ei, t

′) ,

where Ŵci is an estimate of the ideal NN weight vector Wi.

B. Neural network estimate update policies

To facilitate the development of a feedback-based update
policy to drive Ŵci towards Wi, the so-called Bellman error
for agent i is defined as

δi , ŴT
ciσti + Ĥi

(
Ei, Xi, Ŵci, ω̂ai, t

′
)

−
(
∂V ∗i
∂t

+Hi (E ,X ,U∗, V ∗i , t)
)
, (15)

where σti , ∂σi

∂t , Ei ,
{
ej | j ∈ {i} ∪ N̄i

}
is the set of

error states of agent i and the neighbors of agent i, Xi ,{
xj | j ∈ {i} ∪ N̄i

}
is the set of states of agent i and the

neighbors of agent i, ω̂ai ,
{
Ŵai | j ∈ {i} ∪ N̄i

}
is the set

of actor weights of agent i and the neighbors of agent i, and
Ĥi is the approximate Hamiltonian defined as

Ĥi
(
Ei, Xi, Ŵci, ω̂ai, t

′
)
, Qi (ei) + ûTi Riûi + ŴT

ciσei

×
(∑
j∈Ni

aij

(
f̂i (xi) + giûi − f̂j (xj)− gj ûj

)
+ ai0

(
f̂i (xi) + giûi − ẋ0

))
,

(16)

where σei , ∂σi

∂ei
, ûi , − 1

2

(∑
j∈N̄i

aij

)
R−1
i gTi σ

T
eiŴai is

the approximated optimal control for agent i, and Ŵai is
another estimate of the ideal NN weight vector Wi. Noting
that the expression in (16) is measurable (assuming that the
leader state derivative is available to those communicating
with the leader), the BE in (15) may be put into measurable
form, after recalling that ∂V ∗

i

∂t +Hi (E ,X ,U∗, V ∗i ) ≡ 0, as

δi , ŴT
ciσti + Ĥi

(
Ei, Xi, Ŵci, ω̂ai, t

′
)
, (17)

which is the feedback to be used to train the NN estimate
Ŵci. The use of the two NN estimates Ŵci and Ŵai allows
for least-squares based adaptation for the feedback in (17),
since only the use of Ŵci would result in nonlinearity of Ŵci

in (17).
The difficulty in making a non-interfering monitoring

scheme with ADP lies in obtaining sufficient data richness
for learning. Contrary to typical ADP-based control meth-
ods, the developed data-driven adaptive learning policy uses
concepts from concurrent learning (cf. [21], [22]) to provide
data richness. Let si ,

{
%l ∈ S | l = 1, . . . ,

(∣∣N̄i∣∣+ 1
)}
∪



{ϕ | ϕ ∈ [0, tf ]} be a preselected sample point in the state
space of agent i and its neighbors and also time. Additionally,
let Si , {scli | cl = 1, . . . , L} be a collection of these unique
sample points. The BE will be evaluated over the set Si in
the NN update policies in effort to guarantee data richness.
As opposed to the common practice of injecting an exciting
signal into a system’s control input to provide sufficient data
richness for adaptive learning, this strategy evaluates the BE
at preselected points in the state space and time to mimic
exploration of the state space. The following assumption
specifies a sufficient condition on the set Si for convergence
of the subsequently defined update policies.

Assumption 3. For each agent i ∈ V , the set of sample
points Si satisfies

µi ,
1

L
inf

t∈[0,tf ]
λmin

(
L∑

cl=1

χcli (χcli )
T

γcli

)
> 0, (18)

where (·)cl denotes evaluation at the cthl sample
point for the indicated agent, χi , σti +

σei

(∑
j∈Ni

aij

(
f̂i (xi) + giûi − f̂j (xj)− gj ûj

)
+

ai0

(
f̂i (xi) + giûi − ẋ0

))
is a regressor vector in the

developed NN update law, γi , 1 + λi (χi)
T

Γiχi provides
normalization to the developed NN update law, λi ∈ R>0

is a constant normalization gain, and Γi ∈ Rwi×wi is a
subsequently defined least-squares positive definite gain
matrix.

Note that, when performing evaluation of expressions
at the preselected concurrent learning sample points, the
current values of parameter estimates are used since they
are approximating constant values. In general, similar to the
selection of a dither signal in PE-based approaches (as in
[23], [24]), the satisfaction of (18) cannot be guaranteed
a priori. However, this strategy benefits from the ability to
accommodate this condition by selecting more information
than theoretically necessary; i.e., selecting sample points
such that L� wi. Additionally, satisfaction of the condition
in (18) up until the current time can be verified online.

Using the measurable form of the BE in (17) as feedback,
a concurrent learning-based least-squares update policy is
developed to approximate Wi as [22]

˙̂
Wci = −φc1iΓi

χi
γi
δi −

φc2i
L

Γi

L∑
cl=1

χcli
γcli

δcli , (19)

Γ̇i =

(
βiΓi − φc1iΓi

χiχ
T
i

γ2
i

Γi

)
1{‖Γi≤Γ̄i‖}, (20)

where φc1i, φc2i ∈ R>0 are constant adaptation gains,
βi ∈ R>0 is a constant forgetting factor, 1{·} denotes the
indicator function, Γ̄i ∈ R>0 is a saturation constant, and
Γi (0) is positive definite, symmetric, and bounded such
that ‖Γi (0)‖ ≤ Γ̄i. The form of the least-squares gain
matrix update law in (20) is constructed such that Γi remains
positive definite and

Γi ≤ ‖Γi (t)‖ ≤ Γ̄i, ∀t ∈ R≥0, (21)

where Γi ∈ R>0 is constant [25]. The NN estimate Ŵai is
updated towards the estimate Ŵci as

˙̂
Wai=−φa1i

(
Ŵai − Ŵci

)
−φa2iŴai+

(
φc1iGσiŴaiχ

T
i

4γi

+

L∑
cl=1

φc2iG
cl
σiŴai (χcli )

T

4Lγcli

)
Ŵci, (22)

where φa1i, φa2i ∈ R>0 are constant adaptation gains, Gσi ,(∑
j∈N̄i

aij

)2

σeiGiσ
T
ei ∈ Rwi , and Gi , giR

−1
i gTi .

C. Stability analysis

Assumption 4. The derivative of the leader state, ẋ0, is
continuous and bounded.

Theorem 1. For every agent i ∈ V , the identifier in (7) along
with the adaptive update laws in (19)-(22) guarantee that the
estimation errors W̃ci , Wi − Ŵci and W̃ai , Wi − Ŵai

uniformly converge in a finite time TW to Br, a ball of radius
r centered at the origin, provided Assumptions (1)-(4) hold,
the adaptation gains are selected sufficiently large, and the
concurrent learning sample points are selected to produce a
sufficiently large µi, where TW and r can be made smaller by
selecting more concurrent learning sample points to increase
the value of µi and increasing the gains kxi, kθi, φa1i, φa2i

and φc2i.

Proof: (Sketch) Consider the Lyapunov function

VL ,
∑
i∈V

(
1

2
W̃T
ciΓ
−1
i W̃ci +

1

2
W̃T
aiW̃ai + Vθi (zi)

)
. (23)

An upper bound of V̇L along the trajectories of (6), (9), (19)
and (22) can be obtained after expressing δi in terms of esti-
mation errors, using the property d

dt

(
Γ−1
i

)
= −Γ−1

i Γ̇iΓ
−1
i ,

using the inequality
∥∥∥χi

γi

∥∥∥ ≤ 1

2
√
λiΓi

, applying the Cauchy-

Schwarz and triangle inequalities, and performing nonlinear
damping, such that V̇L is upper-bounded by an expression
that is negative definite in terms of the state of VL plus a
constant upper-bounding term. Theorem 4.18 in [26] can then
be used to show that the estimation errors are UUB.

V. MONITORING PROTOCOL

With the estimation of the unknown NN weight Wi by
Ŵci from the previous section, the performance of an agent
in satisfying the HJB optimality constraint can be monitored
through use of V̂i = ŴT

ciσi, the approximation of V ∗i . From
(4), ∂V ∗

i

∂t +Hi (E ,X ,U∗, V ∗i , t) ≡ 0 (where U∗ denotes the
optimal control efforts). Let Mi ∈ R denote the signal to be
monitored by agent i ∈ V , defined as

Mi

(
ei, Xi, Ŵci, Ui, t

′
)

=

∣∣∣∣ŴT
ciσti +Qi (ei) + uTi Riui

+ ŴT
ciσei

(∑
j∈Ni

aij

(
f̂i (xi) + giui − f̂j (xj)− gjuj

)



+ ai0

(
f̂i (xi) + giui − ẋ0

))∣∣∣∣,
which differs from (17) in that the measured values of control
efforts are being used, where Ui , {uj | j ∈ {i} ∪ Ni}.
Because the identification of fi is performed exponen-
tially fast and the uniform convergence of W̃ci to a
ball around the origin occurs in the finite learning time1

TW , the monitored signal Mi satisfies the relationship∣∣∣∂V ∗
i

∂t +Hi (E ,X ,U∗, V ∗i , t)−Mi

(
ei, Xi, Ŵci, U

∗
i , t
′
)∣∣∣ <

ς ∀t ≥ TW , where ς ∈ R>0 is some bounded constant
that can be made smaller by selecting larger gains and
more concurrent learning sample points. In other words,
when using the NN approximation of V ∗i and appropriate
gains and sample points, Mi

(
ei, Xi, Ŵci, U

∗
i , t
′
)
≈ 0,

where U∗i ,
{
u∗j | j ∈ {i} ∪ Ni

}
. In this manner, due to

continuity of the Hamiltonian, observing large values for
Mi

(
ei, Xi, Ŵci, Ui, t

′
)

indicates significant deviation away
from optimal operating conditions. Let M̄ ∈ R>0 be a
constant threshold2 used for the monitoring process which
satisfies M̄ > ς , where the value for M̄ can be increased if a
greater tolerance for sub-optimal performance is acceptable.
The monitoring protocol, which is separated into a learning
phase and a monitoring phase, can be summarized as follows.

Algorithm 1 Monitoring Protocol
Learning phase:
For each agent i ∈ V , use the update policies in (5), (7), (19), (20),
(22) to train θ̂i and Ŵci, the estimates for θ∗i and Wi.
Monitoring phase:
At t = TW , terminate updates to θ̂i and Ŵci.
For each agent i ∈ V , monitor the value of Mi

(
ei, Xi, Ŵci, Ui, t

′
)

using θ̂i, Ŵci, neighbor communication
{
xj , uj , f̂j , gj

}
and ẋ0 if

(i, 0) ∈ Ē.
If Mi > M̄ , then undesirable performance has been observed.

VI. CONCLUSION

An online decentralized method for monitoring a network
of uncertain nonlinear systems in a leader-follower network
is presented. The monitoring protocol uses ADP to approxi-
mately learn each agent’s value function, which is based on
the respective performance metric associated with its desired
control authority. Concurrent learning is incorporated into the
ADP learning policy to guarantee function approximation
without the need for injection of a dither signal in the
networked dynamical systems, making this a non-intrusive
monitoring scheme. The approximated value function is then
used to check for satisfaction of the HJB optimality condition
so that sub-optimal operating conditions can be recognized.

1In practice, determining the precise value for TW may be difficult;
however, TW may be approximated by observing apparent convergence of
the NN weights Ŵci.

2In practice, similar to other monitoring approaches, trial and error may
be used to find an appropriate value for M̄ .
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